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East Kent Hospitals Artificial Intelligence (AI) Privacy Notice
Introduction
We are committed to protecting your personal data and ensuring transparency in how we use emerging technologies, including Artificial Intelligence (AI). AI refers to computer systems capable of performing tasks that typically require human intelligence, such as understanding language, recognising patterns, or generating text. At times, NHS organisations may share data for ethically approved research projects that aim to improve health and social care. This may include clinical trials to test new digital technologies, including Artificial Intelligence (AI), or to assess and improve the safety and accuracy of existing AI tools.

AI has the potential to transform healthcare by supporting earlier diagnosis, more accurate treatments, and increased efficiency across services. Used appropriately, AI can enhance clinical decision-making and free up time for healthcare professionals, ultimately improving patient outcomes.

In most research, the team carrying out the work does not need to know who you are. Where possible, identifiable information such as your name or NHS number is removed and replaced with a code. This is known as ‘coded data’. In many cases, additional steps are also taken to make your data anonymous, for example, by using your age or year of birth rather than your exact date of birth. When data cannot be linked back to you in any way, this is referred to as ‘anonymous research data’.

When clinical information or images (such as scans or X-rays) are used for research or by dedicated and approved clinical AI tools, they are de-identified at the point of upload to the approved and secure provider. This ensures that no patient-identifiable information leaves Trust systems.

If anonymisation is not possible, the Trust will only process your personal data for research and statistical purposes with your explicit consent, as set out in Article 6(a) and Article 9(2)(a) of the UK General Data Protection Regulation (UK GDPR). Where obtaining consent is not feasible, we will seek approval through the Confidentiality Advisory Group under Section 251 of the NHS Act 2006.

It is important to note that no decisions about your care will ever be made solely by AI. All clinical decisions are reviewed and confirmed by qualified healthcare professionals.
Why We Use AI
We use AI tools to support and enhance both clinical care and operational efficiency. Examples include:
· Clinical Support Tools:
· AI-assisted analysis of clinical images and scans (e.g. Neurological scans, chest and spinal scans within our radiology department) 
· Symptom recognition and alert systems to flag potential risks or deterioration.
· Decision support tools that suggest possible diagnoses or treatment options
· Administrative Support Tools:
· Generating summaries of multi-disciplinary team meetings.
· Drafting discharge summaries using information from your medical record.
· Creating business meeting notes and action points.
These tools are designed to assist healthcare professionals, not replace them. Please note a qualified clinician always makes the final decision regarding your care and treatment.
Which Generative AI Tools Do We Use?
We are beginning to use approved Generative Artificial Intelligence (GenAI) tools to support both clinical and administrative functions. These include:
· Microsoft 365 NHS Copilot Chat
· ChatGPT
These tools may be used as standalone applications or embedded within other services (e.g. NHS Microsoft 365, clinical systems). GenAI tools enable us to:
· Generate human-like text and content.
· Answer questions in a conversational manner
· Support administrative functions such as summarise meetings and clinical notes
· Create template responses to routine functions.
AI Clinical Support Tools – How They Help Your Care
EKHUFT uses some carefully tested Artificial Intelligence (AI) clinical support tools to help doctors and nurses make decisions about your care. These tools do not replace clinical staff. Instead, they provide extra information, checks, and alerts to support safe and timely treatment.
Here is a simple explanation of how they work and what they do:
AI helps clinicians by spotting important details quickly. AI tools can look at symptoms, vital signs or scan images and highlight things that may need attention. This supports the clinical team in making decisions, especially in busy or emergency situations.
Examples of AI tools currently being used at EKHUFT
Radiology (Scans) – Spine and Brain Imaging
EKHUFT is trialling AI systems that can support radiologists by:
· identifying areas on spine scans that may need closer review
· helping to highlight possible issues in neurology/brain scans
· presenting the images in a clear, easy‑to‑read format for clinicians
This helps radiologists focus on the most important areas and may allow faster clinical review.
Early Warning Systems (Vitals Monitoring)
On hospital wards, AI‑enabled systems help monitor your:
· heart rate
· breathing
· blood pressure
· oxygen levels
· temperature
If something changes quickly or looks unusual, the system can alert the clinical team, helping them respond sooner.
This helps keep patients safer and ensures staff can act quickly when needed.
AI presents information clearly for clinicians
AI tools bring together information from different clinical systems and show it in a simple, organised view, making it easier for staff to see:
· your recent results
· observations/vital signs
· scan findings
· care notes
This helps staff make decisions using the most accurate and up‑to‑date information about you.


Medical Scribes
A medical scribe system is a digital tool that listens to your consultation and creates a draft clinical note for the clinician to review, helping reduce paperwork and improve the accuracy of your records, without storing any audio. 
Medical Scribe Systems – Pilot
Our Trust is preparing to run a pilot of a small number of medical scribe systems currently available in the NHS and used widely by GP practices and NHS Trust alike with many beneficial results for patient care identified. The aim of this pilot is to understand which system best supports clinicians in creating accurate, timely and consistent clinical notes.
How these systems can help
· Reducing time spent on typing and paperwork, allowing clinicians to focus more fully on you during your consultation.
· Improving the accuracy and completeness of notes, helping ensure important details are captured.
· Providing well‑structured records, including visit notes and referral information.
During your appointment if a clinician taking part in this pilot uses a medical scribe system you will be made aware at by awareness materials either present within appointment location and/or via your clinician directly.
The system only creates a draft note. A qualified clinician will review, edit and approve this draft before anything is added to your medical record. These tools do not make decisions about your care.
No audio is stored the system temporarily listens to the consultation so it can generate the draft note.
You may choose not to use a scribe system. This will not affect your care.
Your care is always led by a clinician
AI tools do not make decisions on their own. A doctor, nurse or specialist always reviews your information, considers your symptoms, and decides the right treatment for you.
AI is simply there to support, not replace, the clinical team.
Governance and Risk Management
AI tools are subject to strengthened governance, including:
· Data Protection Impact Assessments (DPIAs) for each use case.
· Oversight by our Information Governance Group, Cyber Security Frontline Services Team AI Sub-Group and Research and Innovation Team.
· Staff training and internal policies to ensure responsible use.
We are aware of risks associated with AI, such as:
· AI hallucination (presenting incorrect information as fact).
· Bias in outputs.
· Prompt injection attacks and data poisoning during model training.
Ownership and accountability for decisions remain with our staff. AI-generated outputs are reviewed and verified by qualified professionals.
Lawful Basis for Processing
The use of AI does not change the lawful basis for processing your personal data. We rely on:
· Article 6(1)(e) UK GDPR – Public task.
· Article 9(2)(h) UK GDPR – Health or social care purposes.
Where AI is used to support individual care, we rely on implied consent, as you would reasonably expect your data to be used in this way.
[bookmark: _GoBack]Your Rights
You retain all rights under UK GDPR, including:
· Right to be informed.
· Right of access.
· Right to rectification.
· Right to object.
For more information or to exercise your rights, please contact our Data Protection Officer. 

Trust Data Protection Officer: Tel: 01227 783142, 
Email:ekhuft.dataprotectionofficer@nhs.net 
IG Manager, Kent & Canterbury Hospital, Ethelbert Road, Canterbury, CT1 3NJ
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